SIEMENS
Iv\g,eb\ui‘y«for(l{ft



https://w2.siemens.com.cn/smart/Download

© Siemens AG 2023 All rights reserved

FEHEE

ERER

Bz R Rl e A

I

FRF=A

Hit5 2

N ZRB I T B SR BTSRRI ) T UAN A 058 ER AR E BT S5 o B 7Rl
R (PE) BRAFRSEFAR P ARk, FrE MRS IR T
DIRE, HARRMMME . 2. SCRPsEEANR T . NAREF RO SBT3 45858, eI
R RRE FIRR T 5. 8 DU IRE F R R IE A RN e 3 77 i, X 0 200K 25 AF B N
NI RE ARG IE I RGEATE R BIRR 2 EE LS 24U B DA AT H A AR v A8 F 045 2
CIEHD  FlimdE AR SORY s AR B .

VU178 P IEAEHO R . AT EF TR AT AR RUR], S ARE I T NI Py
k55 H BE AR R . RETTTTFRBEFR, B SR FARA A sl ik, 7748
B . vl R A BAEEH AT AR R SO T A 58 =7 RIS s (i) 188
ML Bh. BE; (i) M TR (reverse engineer) . XIL4% (disassemble) . 4wk
(decompile) gk DA Ath 77 ik B & IRATART 82 FH 7~ (9 PR 5A RS s (i) KA A 2 FH 7 81 FH T R B3
GRS IZ PR A R R T R = s B (vi) IHBRAE AT A 2 sl B AT AFT 5 75 B sl =41
a0 2 FH 73 18] 4D A8 P 3 30 < B 1A T 2 52 TR 3 P BUKR

o 2 FH R 7 A5 PR AT Ao S e 28 e A 6 57 o 28 FH S e A e S AR 7 b 1R ST ISR AT R A G e
TP B8 B A Thae AT REBRAE DA R AR 1%, HATE & I Thae R0 A8 B ER . 8 ST L i
A8 R LA I CAIA 2o A BATT, T OR e R A2 I A 2 S EOR R . WPk s &
.

VO 17 ANIE T e D B T 6T 82 P 7 81 PR A8 P AR PR AT 534, B HEAEAS B T 2 TR B P vl A A
FEREVEMTEGRRATE L RANSAE B BB AN RS S s AR 1 . IXNE M T @ AR o
HITERLE R DL, BHOR. ERS RIERIA S 5E . EIRHE I R X R 24 5T
RT3 o ST 58 =7 RS F S AR T 488t RS AT R, SEREI UG 1] AR 6%, BRAAEDE )T
PR E WS 5T

T R ], B AROATE D70 3k SR 2R AT AR 453 35 A 7R 5T

BRI B E A BN, AHASBRT e rp ) B A BURI (G EANIR T B 7R 81 b 35 I AR . BARAR
B B WO s, MU FML &R SORAVMET). BRI RN AR RIS, DRI B
AR COSAEFRAL ER bR AR A TTB) S AVETT T K n] 77 BRI A =T
Ao BRARASCHYIBIE, VO T A B AR AR S R SBOR B TR R, X T
AT R A5 FH R FH 7R 81T 51 4 B R R P SR A 2R BUR 1A B SR AR T HeAd 3 3, 2 4 (T
PEITT) &R 5T

A1) Ok B B I S 52 S 9 AR, JE R S9 AT e A SR T S v 0 2 1045 LA PG 1 5S4 (U
H) LR ZE S, WRARSET5 8 HAt SRR A

BRI FH 7 B A Ao )RR BB 1 T I S5 6 1) T EAS IR &R o T T AR BOR ATAT AR Ml 2
R A, B AT P RS AT IR A SRR, 9IRS

PR LA T2 TR AR IT %, SR L) . RG. HIESFIM G 24817 .
NI L R HIESFIZE G52 2% g, A D250 — — JERR Rl — — — NN %
St T 22 A& . 7811 F IR AR T R T X — S — ANt &
BT I LT REE HLESAIRRLR (R AR LA A5 4

XU RS, LA AR R RITE LB RS LT B A M4 5L Internet, I ARG TEE M1 % &4
it (181 a1 877 KRB 2% 43 B B BRI L T A R B Pl de . A5 T B St P ol R 224 it Fr)
HAh#Rl, ENMY https:/lwww.siemens.com/industrialsecurity.

PO 1T 1= AR 7 RE AW B R R, AR 4. ] FomEia, — B SR,
B RIS FH = SR, A o 7 AR o A3 AN B A2 SCRRI 7 AR DA S AR B I FH oo B T
T g2 386 0 0 7 T8 52 X 284 B ol 1 XIS

TR E R, WEITH PG Tk 224 RSS https:/lwww.siemens.com/industrialsecurity.

P F SRS A T 7= AR o T E 2 2IRIAE BT & . & U
productcert@siemens.com E{ src.cyscn.cn@siemens.com &k i B 14 (19 77 AR 18 & B0 B8 2 1 7
I AR TT R % 4R . P81 T4 7E hitps://www.siemens.com/industrialsecurity _= AN}
AT F = AR TT R 2 AR AEAMET . (A0 o B AU ) 3 X3l 5 A b SR ER
AHAEAME . U TR B P A BRIk 510 IR 1T B Security Advisory, AT BASREUR i
B 22 A U TR R M it PR S I HERE

SMART FJ & 5 i 2%

V1.0.0, 04/2025


https://www.siemens.com/industrialsecurity
https://www.siemens.com/industrialsecurity

© Siemens AG 2023 All rights reserved

1%

A

5 S

i}

A B2 FBUR

AR AL FIBOR. (RIFRAUP™) JUE T S A FRARIRAE B FRATT 7= o 0 AR 95 I o 2B 5 9 26K

FiE

A

AN FH R A B A7 R ™ i M IR 55 BRI TR AR 5

ZERE R V5 U 20, AT RERBUNTIH . Pk

AFIEIAEAT AR TT 3 CRIFE AT ™ BHAB T TT ot I7 sCBLAE) SRE™ S RIR S5 817 TR ASLRR 5

AR B S 55 P K (R SRUE AN 2 L JREROREL S AR IAE A AL 2% BUK 15 25
W ORAEAT 17 i) ﬁﬁ%ﬁ?ﬂk%ﬁ%ETﬁ FHAM NS . FATABOURYE & BEEA L BRI W, BT
e s B BSURE R TR 4

2. Xk, EESEGHHFERARAR
“THQE&AW BAl BN EARRA K A RS ] TAR AT AR A Bl g, SR,
A PR EAE R AT SR B AR . AE L VR RAL BB A o SO0 7 i AR 35 A P A

EF&%W%*%W%%K%:

o ERATMEZR. XA, R

o RIMAKH;

o DUEMITA (UIERMEALIRERE R RS T RBURHIES . PRI RITRR . P IR R B
P2 Bt B 5 B AR T B S A BBAT T 2

o FEBTTT H TR AP BARA AR VA UG TOAH R A A1 B 0 st BB IR (AR R A SN TR AT R
BB R, SR IR B B o HeAt 17 17 77 5

o HAUWE. WK, #ESURIURRBAT B R

3. Joih R AE BRI

BTG

o AR RAURS BT, ik, Y. S, AR, BB RAURS H TiEE LSRN
A AN B RS (B BRATTIRR FO I IS TERR M)

o EPXFESFIRS SR ERARMATH R TR ICH. R A e, &3 A BE.
o B R B VEARTD (548 e Hb X 3 F VR A7 e ph R BR A1)

o Huhi. TR, MELECAFBEMATATAR S . SR, . RS, Wuhaigs, GREEARRTHHKE A
T B (RFEHLEE AN TCH B S ) B s I B B R) Vs el s B AT AR 45 R iE. R4
VR 35t B ) 4% 5

o REMEAIEYE. RiES DAMEA SR GHR. FRSPRS . M4 E I SER. AR A TR A
T 45 A BAT AT F ARG R s A B AE ST A T S LA A2 B 4 R 45 Bl 22 4 7 AR AN i 1) - 5
HLACHS ;

o MATATHLE R FIEAYEE (F) HOEGNEHEAER CEREPE. R, SEERYEE A HALE H E K5
PSR A RN A ok i) 3B A VP R IR AT 0 ) PR S AR S5, IF B NAY b AR R A ()
n, FERERSZONN”, TESEE ECCN A“N” B(“EAR99”) , &M (F) H O HyRa LM s AH
NBURFVE ] B 54T RV IR T BR A

R

Tﬁ
8T B St AR A P R AR (B n s R RN TE R R s mIGalE S 77 2 3% 558 I P 7 i R IR 455
HFPEREIR . TS S i IR 45 A A L o A el R P T O ) A AR 555
TIRIRAT ARG (AT IE % Thg a4
DR KA RIBBR R IBATAT ARG VE R OB R A B A B RAES . T R R (R
Pk SRS BABED o REKIENWTEA], EATSE Dl BB s 2 AR A sk A B 36 N B A I MR A

.....E{%H

....E:\Tb

5. L&R&eHM

TEAG DLAT BEXT 77 A0 AR 55 kLR 2 e AR I e sl 8 e 4 b 1A 5 A P2 S R AR 55« R,

o CRIUABRREE, TS AHCEE XHE B TR BT M PR AT RS T E A RS AHIEAF ?“?#725&9%*5
KA 22 W0t i EE A AR

o R FHLBTHAMFER, AEXSF= MRS SR E R AR AT A2 E

o AHMAAREAT IR SEBOR (ISR . REERr . SERRRN T 0D 1% U il s fd A
AR %

6. BTHHAMIRE
EHIAIRAT B IRATH 2> C R A ACE L™ AR ST B 15K AUP 55 0l FRAVR B SHEME R A AUP 14T
NBEAT IR RIBUR . RS T AMEfTE A AUP HIAT )9, RISLRNEMEAT, JERIIRAVERIEGEAR S B, H

SMART FJ & 5 i 2%
V1.0.0, 04/2025 3



© Siemens AG 2023 All rights reserved

FEHEE

DABEL b R AR L S AT N AT AR R AR RATABUMER . 2Rk M sSE R T A AUP B fh 377 5
IT A 572 i AR5 O PR A BB . 3RATA BUR AR SSHGENL R . I E WL B AR AR G 58 =77
BEARAEATIRATPRSE A IR IE BOE AT v 0 55 =7 A5 R A6 7 i AR 35 ) A8 T A Al R0 1 HBSUR Bl
SAEMEREGEN, RS HILZRE S E L.

7. B
PUTT R 2 IR RSB, A 9% A A RO RROSU R BB 00 A S [ %2 o A w3l e A 1 171 SR BBk 2 ) 90 i ) il

7 it MR 35 PR 19X R E 2 S £ ) 2% B 22

SMART FJ & 5 i 2%
V1.0.0 , 04/2025



© Siemens AG 2025 All rights reserved

1 S tk

B%

1 BIFRBEIR ..ot
1.1 TBFIHEIR ..o
1.2 BEIE R ARIETESR oot
2 B B TR
2.1 BB R ettt
2.2 TABEBRIBIF <ot
3 BB s
SMART A & I N 4%

V1.0.0, 04/2025



© Siemens AG 2025 All rights reserved

1 S tk

1 [z F ik
1.1 ER#R

IS B ER AR T EES - LGF_TON, LGF_TOF #0 LGF_TONR,
EEERTERTRE (TON) : AT ERTE A8 EIFE o

BiCIZRIIZIBERTERTEE (TONR) : BT R L ERTATE] 8] pRAYATEE,
WrFFIERTRERTEE (TOF) : Fi-F#E OFF (3f FALSE) HRZEEAK—ERTEEINE, 5l
W2 ENER A BYRERT,

ZE R ERTRE AT E) LIRAVPRE), BrIEEFEA. ERENHEN 1ms, MA%
BE=PRH,

1.2 B R RETES

AR FREHAIT K
ATEBANBRBIRINGTT. DI0HE L TEEFIEREEK.

g

e SIMATICS7-200 SMART V3.0
LY

e STEP 7-Micro/WIN SMART V3
SMART FJ & 5 i 2%

V1.0.0, 04/2025



© Siemens AG 2025 All rights reserved

2 SERT 2%

2

2.1

R

EfTeE B
BRE

ZAE A TR HIERT 88,

LGF_TON #0 LGF_TONR ERT28121E :

TE(ERERIN IN BEBATFFiATHEY, HEMES TR AR TIiRATEet, ERTSRAE R,
{FREMNE TR, M LGF_TON ERTEEAIHIE.

{FRESMNE NBTFFRT, {R¥F LGF_TONR ERTERRIHRIME. AN IN EXNEERT, AT
fEF LGF_TONR ERf23 RiRATE, FAELES (R) AIIEFR LGF_TONR BYZHI{E.
LGF_TOF ERTZIR/E:

{ERERINTEEAT, ERTRRAIBNEER, HpIEEN 0. MABFR, EFFEA, E8Y
—EIFEE S RIRT R & TR ATEl.

REIFIZERT, ERTRAERF, HEMEFLLEE ; B2, WRE LGF_TOF IXEIFRig
BEZRIERERANTXIER, NERSBIRFHER,

E1F LGF_TOF ERTES FF4A EBTHIFF AERTRT (E][B]FR, {FEEMN LI THAE- B 7T 43,

ZES ST INGER
LGF_TON

LGF_TOF
LGF_TONR

SR} LGF_Timer [E:
----- 2 FiiEThEE
-8 CPUSTED

..... E ]Ef%

=Ll R

otm] MaIN [0B1)

Sprojecth 20250421 _Timer)

2.1.1 12

SMART FJ & 5 i 2%
V1.0.0, 04/2025 7



© Siemens AG 2025 All rights reserved

2 SERT 2%

2.2 TheesRiA A

sSHIAR
1 | ke
Always_On test_Timerl
—| I EN LGF_TON
MO.0 ET
3000 —4PT Qf=
test_Timer2
EN LGF_TOF
MO.1 ETj=
2000 ={PT Q=
test_Timer3
EN LGF_TOMR
MO.2 ET
M0.3 —RESET Q=
5000 —4PT
2.2.1 ARATNEELR
5
S QST HiEER | iR
EN BOOL FEFFIR{ERE
IN IN BOOL e =
PT IN DINT ERTETE, ms AL
RESET IN BOOL E£{15S, BT TONR BY%& HF0RT (8| & 1L
ET ouT DINT LEIATE, ms AL
Q ouT BOOL wWHiES
R 2.2.1 F2FHRE|H)
SMART ] & H it 2%

V1.0.0, 04/2025




© Siemens AG 2025 All rights reserved

3HHHE

3 EEE

WA & BEA

SR

V1.0.0
04/2025

SMART FJ & 5 i 2%
V1.0.0 , 04/2025




