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Security Siemens provides products and solutions with industrial security functions that support the

informa- secure operation of plants, systems, machines and networks.

tion In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions only form one element of such a concept.
Customer is responsible to prevent unauthorized access to its plants, systems, machines and
networks. Systems, machines and components should only be connected to the enterprise
network or the internet if and to the extent necessary and with appropriate security measures
(e.g. use of firewalls and network segmentation) in place.
Additionally, Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends to apply product updates as soon as available and to
always use the latest product versions. Use of product versions that are no longer supported,
and failure to apply latest updates may increase customer’s exposure to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS
Feed under http://www.siemens.com/industrialsecurity.
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OpenVPN

1 OpenVPN

OpenVPN can be used to set up virtual private networks (VPN). The SCALANCE SC64x-2C
can establish a Layer 2 VPN connection to a remote network as an OpenVPN client.

The Layer 2 VPN connection is established via a virtual network interface, the so-called TAP
device. The TAP device is connected to the actual network via a network bridge (inter-VLAN
bridge), in other words, the Layer 2 VPN connection must always be assigned to a bridge and
cannot be used directly on a VLAN. With the SCALANCE SC64x-2C, a maximum of 6 VLANS

can be assigned to the bridge.

In this example, an inter-VLAN bridge is created to which a VLAN is added.

Figure 1-1
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OpenVPN

Authentication procedure

OpenVPN server and client need a CA certificate and device certificate to establish the Layer 2
VPN connection. You can also use a user name and password for authentication.

The certificates are created and signed in the TIA Portal, for example.

The use of certificates is an asymmetric cryptosystem. Each node (device) has a secret private
key and a public key of the partner. The private key makes it possible to authenticate and
generate digital signatures.

Figure 1-2
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The OpenVPN client establishes the S7 connection to the OpenVPN server. With OpenVPN you
can set the transport protocol TCP or UDP as well as the port used.

Figure 1-3
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Default UDP Port: 1194
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Create and Export Certificates

2 Create and Export Certificates

2.1 Requirements

e The STEP 7 project is protected with user name and password because security functions

are used.

e The "NET Administrator" role is enabled in the Security settings for the user.
e SCALANCE SC64x-2C firmware V2.1.1 or higher.

Figure 2-1
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Create and Export Certificates

2.2 Add device

1. Inthe project tree you double-click the "Devices & networks" item. The "Devices &
networks" editor opens.

2. Open the Network view in the "Devices & networks" editor.

Use drag and drop to add two SCALANCE SC64x-2C devices from the Hardware Catalog
to the Network view.

Result
Two SCALANCE SC64x-2C devices are added to the STEP 7 project.
Figure 2-2
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Create and Export Certificates

2.3 Change the Station Name

1. Inthe table area of the Network view you open the "Network overview" tab.

2. Change the station name of the SCALANCE SC64x-2C to keep VPN server and VPN client
apart.

OpenVPN » Devices & networks

5]

| Network overview |_/|T’%/L0fmnectinn5 || /O communication
¥{ Device ) Type
* SC646_client ~© SCALANCE 5-600
I SCA46-2C_client SCALANCE 5Ce46-2C
> 5C646_sernver SCALANCE 5-600
5Ca46-2C_server SCALANCE 5Ce46-2C

2.4 Add VPN Group

1. Go to "Security settings > Security features > VPN groups" in the Project tree and double-
click the "Add new VPN group" command. A new VPN group is added, "BridgeVPN", for

example.
Project tree o 4
Devices

> | ] OpenVPN
“b' Add new device
iy Devices & networks
v [ 5C646-2C_client [SCALANCE SC646-2C]
v 1l 5C646-2C_server [SCALANCE 5C646-2C]
» id Ungrouped devices
w7 E:. Security settings
#9 settings
## Users and roles
= L2 security features
,d” Certificate manager

b =3 Firewall
- rful. WFPM groups
l_“"‘ﬁ.dd new VPN group I :
& Assign module to a VPN group
L, eridgevrn

2. Double-click the VPN group "BridgeVPN". The "Assign module to a VPN" dialog opens.

Layer 2 VPN with SCALANCE SC64x-2C
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Create and Export Certificates

3. Assign the available "SCALANCE SC64x-2C" modules to the VPN group.
- VPN client: Initiator
- VPN server: Responder

Assign module to a VPN =

Select a VPN group and assign modules.

VPN | BridgeVFN -]
Operating mode: | Undefined
Assigned modules: Available modules:
[l 5C646-2C_client (SC646_client) Initiator
l:l SC646-2C_server (SC646_server)

Result
The "SCALANCE SC64x-2C" modules are displayed in the "Assighed modules" area.
Figure 2-3
Assign module to a VPN

Select a VPN group and assign modules.

VPN: | BridgeVFN [+]

Operating mode: | Routing

Assigned modules: Available modules:
[l sc646-2C_client (5CA46_client) Initiatar
l. SCR46-2C_zerver (SCE46_server) Responder E
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Create and Export Certificates

2.5 Export Certificates

251 Export CA Certificate of the VPN Group
1. Inthe Project tree, go to "Security settings > Security features" and double-click the
"Certificate manager" item. The Certificate manager opens.
2. Inthe Certificate manager you open the "Certificate authority (CA)" tab.
3. Right-click the CA certificate of the VPN group. The pop-up menu opens.

Select the "Export" item.

Certificate manager

/I [3ll Certificate authority (CA) I_

Certificate authority (CA) @

ID | Common name of subject Issuer Valid to Used as Frivate key

1 Siemens TIA Project(a44cBQAHDO... Siemens TIA Project{a44cB.. Monday, February 23.. Certification authority of OpenVPM Yes

2 Siemens TIA Project{vOHNaNgcHk-_. Siemens TIA ProjectivOHNa... Monday, February 23, e e e e Er —

19 Siemens TIA VPN Group(kxFCPiDm... Si Import roup(kxf... Monday, Februa ry23..| Certification authority of group BridgeVPN  Yes I:

EIIN 3
Show y
Renew @

Replace

5. Save the certificate as the type "PEM coded (*.crt)". The private code of the certification

authority (CA) is not exported as well.

Save As X
- v A » ThisPC » DATA(D:) » Projekte # OpenVPN » v & Search OpenVPN o
Organize = New folder ==« o
MgttClient.backup (] MName Date modified Type
Opcla AdditionalFiles 23.02.2021 11:37 File folder
Opcla.backup M 23.02.2021 15:57 File folder
OpcUaPC Logs 23.02.2021 11:17 File folder
OpcUaPC.backup System 25.02.2021 08:48 File folder
OpenUserComm TMP 24,02.2021 08:17 File folder
UserFil 23.02.2021 11:17 File folder
OpenUserComm.backup sermies feteE
Vei 23.02.2021 11:18 File folder
OpenUserC Original
peEntsEr-ommging XRef 230220211118 File folder
OpenUserCommSec
OpenUserCommbSec.backup
OpenVPN wll= =
File name: | Siemens TIA VPN Group(lexFCPiDm2k24gMhagC7-Zg)_X.509 Certificate_4.crt v
Save as type: | Certificate - PEM coded (*.crt) -
» Hide Folders Cancel

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 10
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252 Export Device Certificates

In the Certificate manager you open the "Device certificates” tab.
Right-click the device certificate of the SCALANCE SC64x-2C. The pop-up menu opens.
3. Select the "Export" item.

Certificate manager

‘iﬂl Certificate ﬂUthDW (CA) i_,r] Device certificatesl
Device certificates
ate key Method

ID | Commeon name of subject | Issuer Valid to Used as

17 SCALANCE SC646-2C(7k.. Siemens TIA Project(vOHNa_. Monday, February 23... SSL certificate of module SC646-2C_client (SC646_client) Yes RSA
18  SCALAMNCE SC646-2C(bIE_. Siemens TIA Project(vOHNa .. Monday, February 23, o e ey — RSA
20 SCALANCE 5C646-2C(70.. Siemens TIA VPN Group( Delete bruary 23..)| Group certificate of the module SC646-2C_client (SC646_client)  Yes RSA

21  SCALAMNCE SC646-2CiHt... Siemens TIA VPN Group( bruary 23..)] Group certificate of the module SC646-2C_server (SC646_server) Yes RSA

Import

Show

Renew
Replace

4. Save the certificate as the type "PKCS12 archive — certificate and private key (*.p12)". The
device certificate is exported with a private key. It is necessary to protect the private key
with a password.

Save As x
r v » ThisPC » DATA(D:) » Projekte * OpenVPN w O Search OpenVPN 2
Organize « Mew felder = - e
MgttClient.backup " MName Date modified Type
OpeUa AdditionalFiles 23.02.2021 11:37 File folder
Ocha-backL@ IM 23.02.2021 15:57 File folder
OpclaPC Legs 23.02.2021 117 File folder
OpcUaPC.backup System 25.02.2021 08:48 File folder
OpenUserComm TMP 24.02.2021 0817 File folder
UserFil 23.02.2021 17 File folder
OpenUserComm backup serfiles 23.02.202 ile folder
o Vei 23.02.2021 11:18 File folder
OpenlserCommOriginal XRef 23.02.2021 11:13 File folder
OpenUserCommSec
OpenUserCommbSec.backup
¥ OpenVPN wll >
File name: | SCALANCE SC646-2C(702n8melQUOHro6i)80Rw)_X.509 Certificate_3.p12 ~
Save as type: | PKC512 archive - certificate and private key (*.p12) ~
~ Hide Folders Cancel

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 11



© Siemens 2021 All rights reserved

Create and Export Certificates

Result
You have exported and saved 3 certificates:
o CA certificate of the VPN Group
o Device certificate of the VPN client (*.p12)
e Device certificate of the VPN server (*.p12)
NOTE If you do not have TIA Portal available, in PCS 7 for example, you can create and export the

certificates in the Security Configuration Tool (SCT).
Instructions for this are available at this link:

https://support.industry.siemens.com/cs/ww/en/view/109792637

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 12
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3 Configure SCALANCE SC64x-2C

3.1 Requirements

The SCALANCE SC64x-2Cs (VPN client and VPN server) are reset to the factory settings.

3.2 Assign IP Address to the SCALANCE SC64x-2C

1. Connect the Engineering PC on which TIA Portal is installed to the internal interface of the
SCALANCE SC64x-2C.

2. Open TIA Portal.

In the Project tree you click the arrow on the left of the "Online access" item. All the
available interfaces of the Engineering PC are displayed.

4. Click the arrow on the left of the interface via which the Engineering PC is connected to the
internal interface of the SCALANCE SC64x-2C.

5. Double-click the "Update accessible devices" command. The SCALANCE SC64x-2C is
displayed with the MAC address.

Project tree m 4

Devices

L
&

B

B2

=)

3)
jﬁbnline BCCESS
T Displayhide interfaces
¥ zﬂ CamSet
A ~ [ vmxnet3 Ethernet Adapter
&? Update accessible devices I

Bt Dizplay more information

@@@

6. Click the arrow on the left of the SCALANCE SC64x-2C.
7. Double-click the "Online & diagnostics" command. The "Online & Diagnostics" dialog opens.

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 13
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Configure SCALANCE SC64x-2C

8. Enter the required parameters under "Functions > Assign IP address":
- IP address: 172.16.43,199
- Subnet mask: 255,255.0.0

9. Click the "Assign IP address" button.
Online access * wvmxnet3 Ethernet Adapter » scb646client [172.16.43.199] » sc646client [172.16.43.199] [172.16.43.199]

 Diagnostics

Assign IP address

General
¥ Functions
VICE Na...
Reset to factory settings

0015 -7 21 -56 27 [_receiiesevcer |

=

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 14
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Configure SCALANCE SC64x-2C

Result

If the parameters have been successfully transferred to the SCALANCE SC64x-2C, the
SCALANCE SC64x-2C can be reached via the assigned IP address.

Figure 3-1

Project tree
Devices

(8

~ [i Online access
1 Displayhide interfaces

k Eﬂ ComSet

7 Eﬂ vm=net3 Ethernet Adapter
#7? Update accessible devices
¢ Display more information
p_[. 1510+40-controller [172.16.43.10]
[l cpu-317 [172.16.66.3]
(W cpu-1214 [172.16.66.12]
[ cpu-1513_group43 [172.16.43.13]
[ cpu-ipcom profinetinterface_1 [172.16.66.15]
p_[. lukas_1500.profinet interface_1 [172.16.62.12]
[ plc_2 [172.16.62.14]
[ plc_3[172.16.4337]
(@i publisher_plc.profinetschnittstelle_1 [172.16.68.10]
p_[. subscriber_plc.profinetschnittstelle_1 [172.16.658.20]
[f. testrackphilplcl.profinet interface_1 [172.16.20.2]
[ testrackphilplc2 [172.16.20.3]
P_D tp700-comfort_group43 [172.16.43.70]
[E. Accessible device [172.16.62.5]
[E. Accessible device [172.16.62.8]
% Accessible device [28-63-36-11-23-23]
r=_m Accessible device [20-87-56-87-07-6A]
ﬁ et200_group43 [172.16.43.200]
[dh £1200al [28-63-36-16-84-3F]
(g kmtlk [172.16.62.1]
[ lukas_1500.cp 1543-1_1 [172.16.62.9]
L sced6client [172.16.43.199]
[f. schdaserver [172.16.44 198]

. N B . . . . . . . . . . . . . . . . . . . A
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Configure SCALANCE SC64x-2C

3.3 Configure VPN client

3.3.1 Requirements

You configure the SCALANCE SC64x-2C via the Web Based Management (WBM). The
following requirements must be met to access the WBM of the SCALANCE SC64x-2C via a web
browser.

e The Engineering PC is connected to the internal interface of the SCALANCE SC64x-2C.

e The SCALANCE SC64x-2C has an IP address that is in the same subnet as the IP address
of the Engineering PC.

3.3.2 Start Web Based Management (WBM)

Enter the IP address or the URL of the SCALANCE SC64x-2C in the address field of the web
browser.

HTTPS access is enabled by default. If you access the device via HTTP, the address is
automatically redirected to HTTPS.

NOTE Security certificate information

Since the device can only be administered via encrypted access, it is delivered with a self-
signed certificate. In the case of certificates with signatures that the operating system does
not know, a security message is generated. You can display the certificate.

A message about the security certificate is displayed. Acknowledge this message and
continue loading the page.

Result
The WBM login page appears.

If you want to access the WBM via an HTTP connection, go to "System > Configuration" for
"HTTP Services" and select "Redirect HTTP to HTTPS".

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 16
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Configure SCALANCE SC64x-2C

3.3.3 Import Certificates
Import
1. Inthe WBM, you navigate to "System > Load&Save".
Open the "Passwords" tab.
3. For X509 Certificates you enter the password for the private key of the device certificate
(*.p12).
4. Activate the checkbox in the "Setting" column for X509 certificates.
5. Click the "Set Values" button.
SIEMENS
172.16.43.199/SCALANCE SC646-2C
Welcome 2dmin - Passwords
Logout 2
H'I'I'PlTFIP SFTE| P ds ||/
»Information
~System Type Description Setting  Password Password Confirmation
» Configuratinn Config Startup Configuration B
EET \ ConfigPack Startup Config, Users, Cerificates and WEM favourites O
@ 3 HTTPSCert HTTPS Certificate D
P 1 LoginWelcomeMessage Login Welcome Message i
PResWLZ "7 ysoacen X509 Certificates | = |
I »Load&Save I
» SMTP Client Q/V‘ - {( \ @ j \-j
6. Open the "HTTP" tab.
7. Click the "Load" button for X509 Certificates.
SIEMENS
172.16.43.199/SCALANCE SC846-2C
wieleame admin | pad and Save via HTTP
Logout
L’TP SFTR | Passwords
Information 6
*Systern Type Description Load Save Delete
» Conflguratian Canfl Startup Configuration [ Load Il Save |
EEEE ConfigPack Startup Config, Users, Certificates and WHBM favourites | Load || Save \
Debug Debug Infarmation for Siemens Support [ Save Il Delete ]
PR Firrmware Firmware Update [ Load |l Save |
+Restart HTTPSCer HTTFPS Certificate [ Load |l Save I Delete ]
rLoad&Save LogFile Event Log (ASCI)
»Events Login¥elcomehessage LoginWelcome Message | Load || H |
VSMTP Client Mg SCALANCE SBO0 MSPS MIB
SEHER RunningGLI 'show running-config all' CLI settings
Seript Seript
R Startuplnfo Startup Infarmation
B TS Users Users and Passwords [ Load Il Save |
»Auto Logout WWEMF av WBM favourite pages [ Load Il Il
» Button Ha0aCert 508 Certificates [ Load Il Save |
rSyslog Client N
e B
FFault
Manitoring
NOTE Load the CA certificate of the certification authority (*.crt) and the device certificate of the

VPN client (*.p12).

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021
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Configure SCALANCE SC64x-2C

Set the system time

1. Setthe system time manually or set up NTP time synchronization.
To set the system time manually, you go to "System > System Time" and open the "Manual

Setting" tab.

2. Click the "Use PC Time" button.

3. Click the "Set Values" button.
SIEMENS

172.16.43.189/SCALANCE SC646-2C

eleeme admin | Manual System Time Setting

Logout

Manual Setting |DST Cwerview | DST Configuration  SNTP Client | HTP Client | SIMATIC Time Client | NTP Server
kInfarmation

/
~Systern @

* Configuration

rGeneral

FLoad&Save

»Events

FSWTP Client 3
POHCP @
F SHMP

rSystem Time
kAUtD Logout

Layer 2 VPN with SCALANCE SC64x-2C
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< Time Manually

Systern Time: 12M 62020 14:18:55

Use PC Time >
FOMNS Last Synchronization Time: Dateftime not SE
s Blestirt Last Synchronization Mechanism: Mot set

Diaylight Saving Time: inactive (offset + Oh)
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Result

Go to "Security > Certificates" and open the "Overview" tab. The following certificates are shown
as valid here.

e CA certificate
o Keyfile
e Device certificate

Figure 3-2

SIEMENS
172.16.43.199/SCALANCE SC646-2C

Weiceme 2amin. - Certificates Overview

Losout
Overview| Ceriificates
» Information
»System Select  Type Filename Stale  Subject DN Issuer DN Issue Date Expiry Date Used
v
Siemens TIA VPN Group(kxFCPIDM2k2AgMhagCT- CN=Siemens TIA VPN Group(oF GPIDM2k2AgMhagC7-Z CN=Siemens TIA VPN Group(ioF CPIDM2k2AghagCT-Z
ez O cAcet I vaig NS A e L 022372021 132621 02/22/2037 23:00:00 OpenVP
s a o — void QUSSCALANCE 5546 0(TGRIGTeJQUOLIOHE0R) ON-Serers A VPN GOUBFCPDM2AMISSOT 12001 133001 02222037 230000 Cpente
§ ALANCE SC816- CN=SCALANCE SC646-2C(70208meJQUOH oBUE0RW) CN=Slemens TIA VPN Group(oFCPIDm2k2AgMhagCT-2 . o0
~Security [ Machine Cert 56 702ngmeJQUOIII0BUS0R) X509 valid  C-pE O=siemens 0) C=DE O=Siemens R e e
»Users —
»Passwords
e
»Gertiicates
»Firewal
+IPsec VPN
»OpenVeN

Layer 2 VPN with SCALANCE SC64x-2C
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Configure SCALANCE SC64x-2C

3.34 Configure the External Interface

The VPN tunnel is set up on the external interface. Configure the external interface according to
the following instructions.

1.

2.
3.
4

Go to "Layer 3 > Subnets" and open the "Configuration" tab.
Select the "vlan2 (EXT)" interface.

Select the "enabled" status.

Enter the required parameters for the external interface:

- IP address: 192.168.1.199

- Subnet mask: 255.255.255.0

Click the "Set Values" button.
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3.35 Configure a Bridge

1. Goto "Layer 2 > Inter-VLAN Bridge" and open the "Overview" tab.
2. Enter a bridge ID, "1", for example.
3. Click the "Create" button. Bridge ID "1" is created.
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Open the "Configuration" tab.

5. Assign the vlanl as master to the bridge ID "1" so that the vlanl can be reached via the
VPN tunnel.

6. Click the "Set Values" button.
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7. Inthe "Overview" tab you enable Bridge ID "1".
8. Click the "Set Values" button.
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If you enable the "Transparent" option, the Inter-VLAN bridge and the associated VLANs are
switched to Transparent mode when the bridge is activated. Ports belonging to the bridge
become transparent ports. This means:

e Tagged messages received at these ports are not evaluated and are forwarded to all other
ports of the Inter-VLAN Bridge with unchanged tag. No messages are forwarded from ports
that do not belong to the Inter-VLAN Bridge to ports that do belong to the Inter-VLAN
Bridge.

e Untagged messages received at these ports are forwarded to all other ports of the Inter-
VLAN Bridge likewise untagged.

If you disable the option, the VLAN tags are evaluated.
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3.3.6 Configure an OpenVPN Tunnel

OpenVPN aktivieren
1. Go to "Security > OpenVPN" and open the "General" tab.
2. Enable the "Activate OpenVPN" function.
3. Click the "Set Values" button.
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Create an connection

Open the "Connections" tab to create a connection.
Enter a connection name, "MyCon", for example.
Click the "Create" button.

In the "Bridge" column you select the Bridge ID "1" to assign the Bridge ID "1" to the
"MyCon" connection.

5. Inthe "Auto Firewall Rules" column you check the checkbox. This allows Layer 3 traffic and
IP traffic through the tunnel.

6. Click the "Set Values" button.
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NOTE To change the OpenVPN connection settings, "Operation" must be set to "disabled".

Result
Go to "Security > Firewall" and open the "Predefined MAC Rules" tab.

The "MyCon" connection is added automatically and permits the following services by default in
the Layer 2 firewall:

e ARP
e DCP
e |PV4

Other services have to be permitted explicitly in the "MAC Rules" tab.

NOTE With the default setting, the services "ARP" and "DCP" as well as any IP traffic via the VPN
tunnel are permitted.

Figure 3-3
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Define the authentication procedure

1.
2.
3.

NOTE

Go to "Security > OpenVPN" and open the "Authentication" tab.
Select the "Certificates" method.
Select the imported certificates in the following columns:
- CA certificate
- Device certificate
Click the "Set Values" button.
SIEMENS
172.16.43.199/SCALANZZXC646-2C
Welcome émin  OpenVPN Authentication Settings @
Logout 1

Genemll Connections |Climl | Authentication I rver
»Information

»System Name Memc\! CA Certificate Password Password Confirmation
MyGon \Q\]\T-F‘V‘.l"‘
»Layer 2
[Refresh|
rLayer 3 BT
~Security
+Users
+Passwords
PAAA

»Certificates
»Firewall
+ IPsec VPN

»OpenVPN

User name and password are also used for authentication. All VPN clients of the VPN server
must use the same user name and password.
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Settings for VPN client
1. Go to "Security > OpenVPN" and open the "Client" tab.
Enter a client name, "MyClient", for example.
Click the "Create" button.
In the "Connection" column you select the "MyCon" connection.
Enter the IP address of the VPN server, 192,168.1,198, for example.
Select the protocol and enter the port.
- Protocol: "udp"
- Port; 1194 (default)
7. Click the "Set Values" button.
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3.4 Configure VPN Server

3.4.1 Requirements

The requirements listed in section 3.3.1 must be fulfilled.
3.4.2 Start Web Based Management (WBM)

Section 3.3.2 describes how to start the WBM.
3.4.3 Import Certificates

Import
1. Inthe WBM, you navigate to "System > Load&Save".
Open the "Passwords" tab.
3. For X509 Certificates you enter the password for the private key of the device certificate
(*.p12).
Check the checkbox in the "Setting" column for X509 certificates.
5. Click the "Set Values" button.

SIEMENS
172.16.44.198/SCALANCE SC646-2C

Welcome admin | Passwords @ 3
2

Logout

HTTP | TFTP| SFT /
»Information
~+System Type Description Setting Password Password Confirmation  Status
» Configuy \ Coniig Startup Configuration J =
» Genell ConfigPack Startup Config, Users, Certificates and WBM favourites il
HTTPSCert HTTPS Certificate | =
PULE LoginWelcomeMessage  Login Welcome Message — -
e X500Cert X500 Certificates I I ------ Iu’alid

»Load&Save

6. Open the "HTTP" tab.
7. Click the "Load" button for X509 Certificates.
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NOTE
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Load the CA certificate of the certification authority (*.crt) and the device certificate of the
VPN server (*.p12).

Set the system time

1.

Set the system time manually or set up NTP time synchronization.
To set the system time manually, you go to "System > System Time" and open the "Manual
Setting" tab.

Click the "Use PC Time" button.
Click the "Set Values" button.
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Result

Go to "Security > Certificates" and open the "Overview" tab. The following certificates are shown
as valid here.

e CA certificate
o Keyfile
e Device certificate

Figure 3-4
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3.4.4 Configure the External Interface

The VPN tunnel is set up on the external interface. Configure the external interface according to
the following instructions.

1. Goto "Layer 3 > Subnets" and open the "Configuration” tab.
2. Select the "vlan2 (EXT)" interface.
3. Select the "enabled" status.
4. Enter the required parameters for the external interface:
- IP address: 192.168.1.198
- Subnet mask: 255.255.255.0
5. Click the "Set Values" button.
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3.45 Configure a Bridge

1. Goto "Layer 2 > Inter-VLAN Bridge" and open the "Overview" tab.
2. Enter a bridge ID, "1", for example.
3. Click the "Create" button. Bridge ID "1" is created.
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Open the "Configuration” tab.

5. Assign the vlanl as master to the bridge ID "1" so that the vlanl can be reached via the
VPN tunnel.

6. Click the "Set Values" button.

SIEMENS
172.16.44.198/SCALANCE SC646-2C

Welcome admin | |nter-VLAN-Bridge Configuration

Logout
 Information
» System Interface Bridge-ID  Type
viani E ~ || Master ~| E
wLayer 2 vlanz - w | - b d
» Configuration
» VLAN [Set Values | [Refresh |
» Dynamic MAC g
Aging @
rRing
Redundancy

»Spanning Tree
rLLOP

» Unicast

» Multicast

rinter-VLAN
Bridge

Layer 2 VPN with SCALANCE SC64x-2C
Entry-ID: 109792357, V1.0, 03/2021 33



© Siemens 2021 All rights reserved

Configure SCALANCE SC64x-2C

7. Inthe "Overview" tab you enable Bridge ID "1".
8. Click the "Set Values" button.
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If you enable the "Transparent" option, the Inter-VLAN bridge and the associated VLANs are
switched to Transparent mode when the bridge is activated. Ports belonging to the bridge
become transparent ports. This means:

e Tagged messages received at these ports are not evaluated and are forwarded to all other
ports of the Inter-VLAN Bridge with unchanged tag. No messages are forwarded from ports
that do not belong to the Inter-VLAN Bridge to ports that do belong to the Inter-VLAN
Bridge.

e Untagged messages received at these ports are forwarded to all other ports of the Inter-
VLAN Bridge likewise untagged.

If you disable the option, the VLAN tags are evaluated.
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3.4.6 Configure an OpenVPN-Tunnel

Activate OpenVPN
1. Go to "Security > OpenVPN" and open the "General" tab.
2. Enable the "Activate OpenVPN" function.
3. Click the "Set Values" button.
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Create a connection

Open the "Connections" tab to create a connection.
Enter a connection name, "MyCon", for example.
Click the "Create" button.

In the "Bridge" column you select the Bridge ID "1" to assign the Bridge ID "1" to the
"MyCon" connection.

5. Inthe "Auto Firewall Rules" column you check the checkbox. This allows Layer 3 traffic and
IP traffic through the tunnel.

6. Click the "Set Values" button.
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NOTE To change the OpenVPN connection settings, "Operation" must be set to "disabled".

Result
Go to "Security > Firewall" and open the "Predefined MAC Rules" tab.

The "MyCon" connection is added automatically and permits the following services by default in
the Layer 2 firewall:

e ARP
e DCP
o IPV4

e Other services have to be permitted explicitly in the "MAC Rules" tab.

NOTE With the default setting, the services "ARP" and "DCP" as well as any IP traffic via the VPN
tunnel are permitted.
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Figure 3-5
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Define the authentication procedure

1.
2.
3.

NOTE

Go to "Security > OpenVPN" and open the "Authentication" tab.
Select the "Certificates" method.

Select the imported certificates in the following columns:

- CA certificate

- Device certificate

Click the "Set Values" button.
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User name and password are also used for authentication.

Settings for VPN server

1.

o~ D

Go to "Security > OpenVPN" and open the "Server" tab.

Enter a server name, "MyServer", for example.

Click the "Create" button.

In the "Connection" column you select the "MyCon" connection.
Select the protocol and enter the port.

- Protocol: "udp”

- Port: 1194 (default)

Click the "Set Values" button.
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Create IP service
1. Go to "Security > Firewall" and open the "IP Services" tab.

Fort
1194

Protocol
udp ¥

2. Enter a name for the service, "OpenVPN", for example.

3. Click the "Create" button.

4. Configure the service according to the VPN settings. In the "Transport" column, select the
"UDP" protocol.

5. Inthe "Destination Port (Range)" column, select port "1194".

6. Click the "Set Values" button.
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Create IP rule

L oA o

Go to "Security > Firewall" and open the "IP Rules" tab.

Click the "Create" button to create a new IP rule.

Create an IP rule that permits access from "vlan2 (EXT)" to "Device".

In the "Service" column, select the previously created IP service "OpenVPN”.

Inthe "Action" column, select the "Accept" item.
8

Click the "Set Values" button.
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Start OpenVPN Connection

Start OpenVPN connection in the VPN client

1.
2.
3.

In the VPN client, go to "Security > OpenVPN" and open the "Connections" tab.
In the "Operation" column, select the "start" item.

Click the "Set Values" button.
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Start OpenVPN connection in the VPN server

Result

1. Inthe VPN server, go to "Security > OpenVPN" and open the "Connections" tab.
2. Inthe "Operation" column, select the "start" item.
3. Click the "Set Values" button.
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In the VPN client, go to "Information > OpenVPN" and open the "Client" tab.
The status of the OpenVPN tunnel is displayed. The OpenVPN tunnel is established.
Figure 3-6
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In the VPN server, go to "Information > OpenVPN" and open the "Server" tab.
The OpenVPN connection is displayed.
Figure 3-7
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3.6 Further Informationen

Create IP rule to access the internal IP-address of the tunnel partner

Figure 3-8
_ g o
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If the internal IP address of the tunnel partner is to be accessible, to access the WBM or ping,

possible if IP rule is configured

for example, it is necessary to create an IP rule.

1.

L

NOTE

In the VPN client, go to "Security > Firewall" and open the "IP Rules" tab.
Click the "Create" button to create a new IP rule.

Create an IP rule that permits access from the OpenVPN connection to "Device".

In the "Service" column, select the "all" item.
Inthe "Action" column, select the "Accept" item.
Click the "Set Values" button.
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Create the IP rule in the VPN client and in the VPN server.
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Visibility via DCP (Discovery and Configuration Protocol)

The internal interface of the tunnel partner is not visible via DCP (Discovery and Configuration
Protocol). The devices connected to the internal interface of the tunnel partner are visible via

DCP.
Figure 3-9
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